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Who am |, and why am | giving this
presentation?




What is my goal with these two lectures?

* A LOT has been and is being said and written about these and related
problems.

* Often, computer scientists come across in these accounts as either
“the villains” or “the fixers” or “the clueless”

* Interdisciplinary collaboration, and collaboration with non-academics,
are definitely needed to address unfairness and discrimination

* And we can contribute insights and actions that only we can
contribute

* | hope to convince you of the relevance and intellectual satisfaction of
doing so!



s this fair?



Facebook verwendet grobe Stereotypen, um ‘Facebook uses rough stereotypes to

optimize the selection/presentation of

Anzeigenschaltung zu optimieren 2dvertising”

Wir haben Anzeigen fiir sechs verschiedene Stellenangebote in fiinf Landern gekauft. So optimierte
Facebook die Anzeigenimpressionen, aufgeschliisselt nach Geschlecht.

B Deutschland [ Spanien  Frankreich ] Polen [ Schweiz
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Die Grafik basiert auf 102.472 Anzeigenimpressionen zwischen 27.9. und 3.9.
Chart: AlgorithmWatch - Get the data * Created with Datawrapper

https://algorithmwatch.org/de/automatisierte-diskriminierung-facebook-verwendet-grobe-stereotypen-um-die-anzeigenschaltung-zu-optimieren/



https://algorithmwatch.org/de/automatisierte-diskriminierung-facebook-verwendet-grobe-stereotypen-um-die-anzeigenschaltung-zu-optimieren/

In February 2019, Nijeer Parks was accused of shoplifting candy
and trying to hit a police officer with a car at a Hampton Inn in
Woodbridge, N.J. The police had identified him using facial
recognition software, even though he was 30 miles away at the
time of the incident.

Mr. Parks spent 10 days in jail and paid around $5,000 to defend
himself. In November 2019, the case was dismissed for lack of
evidence.

Mr. Parks, 33, is now suing the police, the prosecutor and the City
of Woodbridge for false arrest, false imprisonment and violation of
his civil rights.

He is the third person known to be falsely arrested based on a bad
facial recognition match. In all three cases, the people mistakenly
identified by the technology have been Black men.
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Amid the controversy, the Detroit City Council last fall approved a
nearly $200,000 facial recognition technology contract with South
Carolina-based DataWorks Plus, which funds software maintenance
and equipment support. The contract expires Sept. 30, 2022.

Mr. Parks spent 10 days in jail and paid around $5,000 to defend
himself. In November 2019, the case was dismissed for lack of
evidence.

Mr. Parks, 33, is now suing the police, the prosecutor and the City
of Woodbridge for false arrest, false imprisonment and violation of
his civil rights.

He is the third person known to be falsely arrested based on a bad
facial recognition match. In all three cases, the people mistakenly
identified by the technology have been Black men.

https://www.nytimes.com/2020/12/29/technology/facial-
recognition-misidentify-jail.html
https://eu.detroitnews.com/story/news/politics/2021/07/1
3/house-panel-hear-michigan-man-wrongfully-accused-
facial-recognition/7948908002/
https://cdn.kastatic.org/ka-perseus-
images/6a738b97d70ebd4b0fc4df4124d2dbf7b23b336f.png
https://www.freep.com/story/news/local/michigan/detroit/
2020/07/10/facial-recognition-detroit-michael-oliver-robert-

williams/5392166002/



https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html
https://eu.detroitnews.com/story/news/politics/2021/07/13/house-panel-hear-michigan-man-wrongfully-accused-facial-recognition/7948908002/
https://cdn.kastatic.org/ka-perseus-images/6a738b97d70ebd4b0fc4df4124d2dbf7b23b336f.png
https://www.freep.com/story/news/local/michigan/detroit/2020/07/10/facial-recognition-detroit-michael-oliver-robert-williams/5392166002/

In February 2019, Nijeer Parks was accused of shoplifting candy
and trying to hit a police officer with a car at a Hampton Inn in
Woodbridge, N.J. The police had identified him using facial
recognition software, even though he was 30 miles away at the
time of the incident.

Mr. Parks spent 10 days in jail and paid around $5,000 to defend _
himself. In November 2019, the case was dis;

evidence. SR

——
Mr. Parks, 33, is now suing the police, the pr: :J!

of Woodbridge for false arrest, false impriso=
his civil rights.

“For instance, researchers at a major U.S. technology
company claimed an accuracy rate of more than 97
percent for a face-recognition system they’d designed.
facial recognition match. In all three cases, the peor But the data set used to assess its performance was more

identified by the technology have been Black men. than 77 percent male and more than 83 percent white.”
(Buolamwini & Gebru, 2018; citation from MIT News)

He is the third person known to be falsely arrested |




Non-discrimination: a fundamental right
(and a definition of fairness via non-discrimination)

Article 7, Universal Declaration of

All are before the law and are entitled without any discrimination to equal protection of the
law. All are entitled to equal against any discrimination in violation of this Declaration and

against any incitement to such discrimination.

Article 21, European Charter of

1. Any discrimination based on any sex, race, colour, ethnic or social origin, genetic
features, language, reIiEion or belief, political or any other opinion, membership of a national
minority, property, birth, disability, age or sexual orientation shall be prohibited.

2. Within the scope of application of the Treaty establishing the European Community and of the
Treaty on European Union, and without prejudice to the special provisions of those Treaties, any
discrimination on grounds of nationality shall be prohibited.

“A system fairly if it denies an opportunity or a good or if it assigns an
undesirable outcome to an |nd|’\’/|dual or group of individuals on

Friedman and Nissenbaum (1996) Bias in Computer Systems



Direct and indirect discrimination
(~ disparate treatment and disparate impact)

Direct discrimination [occurs] when you are treated worse than another person or other people because:

* you have a protected characteristic

* someone thinks you have that protected characteristic (known as discrimination by perception)

* you are connected to someone with that protected characteristic (known as discrimination by association)
Your circumstances must be similar enough to the circumstances of the person being treated better |[...].

If you cannot point to another person who has been treated better, it is still direct discrimination if you can
show that a person who did not have your protected characteristic would have been treated better in similar
circumstances.

Indirect discrimination happens when there is a policy that applies in the same way for everybody but
disadvantages a group of people who share a protected characteristic, and you are disadvantaged as part of

this group. [...]
A ‘policy’ can include a practice, a rule or an arrangement.
It makes no difference whether anyone intended the policy to disadvantage you or not. [...]

If the organisation can show there is a good reason for its policy, it is not indirect discrimination. This is known
as objective justification.

https://www.equalityhumanrights.com/en/advice-and-guidance/what-direct-and-indirect-discrimination



https://www.equalityhumanrights.com/en/advice-and-guidance/commonly-used-terms-equal-rights
https://www.equalityhumanrights.com/en/advice-and-guidance/what-direct-and-indirect-discrimination

Why do we hope that Al / ML/ ADMS wil
better decisions than humans in the first

Subjective, prejudiced,...

objective,
neutral,




“Stupid” hiding may cause an ML
model to learn to predict from

s hiding fair? First try. ronies an ths

a) Change nothing substantially
b) Make it harder to detect

* Classic example: Black RO 5t @ unfaimess.
people in the US have ¢ A Simplifying,.we comoJId .thi.nk c?fth.is
more difficulty | .as t_urnmg. dlroecjc dls.cr|m|nat|on into

.. tes. indirect discrimination.

obtaining a loan than ,
white people. Why not
just omit the protected
attribute from the
data?

* "Redlining” — ZIP code
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https://upload.wikimedia.org/wikipedia/commons/4/41/Home_Owners%27_Loan_Corporation_Philadelphia_redlining_map.jpg

“Stupid”

hiding may
Table 3 Learned models.

aggravate

salary rank degree years gender unfairness.

Standard model (M1): w = 11956 + 4993r + 3984 + 103y — 950s
Blind model (MO0): w = 11604 + 5231r + + 88y
Only males (MM): w = 11705 + 5032r — 31d + 129y
Only females (MF): w = 10117 + 4567r + |2399d}] + 116y

In most realistic cases, not only removing the sensitive variable does not make
regression models fair, but on the contrary, such a strategy is likely to amplify
discrimination.

I. Zliobaite, B. Custers. Using sensitive personal data may be necessary for avoiding
discrimination in data-driven decision models. Artif. Intell. Law 24(2): 183-201, 2016.

Slide from Salvatore Ruggieri.
https://pairwithgoogle.com/explorables/hidden-bias/ Discrimination and Fairness. NoBIAS
OnBoardingWeek, 23 March 2021

(added: the callout)




A short summary of data-privacy metrics (1):
from k-anonymity to t-closeness

3-anonymous patient table

Zipcode Age Disease
476" - i Heart Disease
476* 2" Heart Disease
476* " Heart Disease
4790* 240 Flu
4790 240 Heart Disease
4790* 240 Cancer
476" 3 Heart Disease
476* 3* Cancer
476" 3 Cancer

Homogeneity attack

A 3-anonymous patient table

Zipcode Age Disease
Bob ' 476* iy Heart Disease
Zipcode  Age 476" 2 Hear Disease
47678 27 476" o Heart Disease
4790* 240 Flu
Background knowledge attack s BE el
4790 240 Cancer
Carl 476" 3* Heart Disease
Zipcode  Age 476" 3* Cancer
47673 36 476* 3 Cancer

Slide from Vitaly Shmatikov (2009). k-Anonymity and other Cluster-Based Methods.
https://www.cs.utexas.edu/~shmat/courses/cs380s fall09/21kanon.ppt



https://www.cs.utexas.edu/~shmat/courses/cs380s_fall09/21kanon.ppt

-Diversity
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Flu
Shingles

Caucas /787XX
Caucas 787X
Caucas 787XX
Caucas 787XX
Caucas 787XX
Caucas 787XX
Asian/AfrAm 78 XXX

Asian/AfrAm 78 XXX
Asian/AfrAm 78 XX

Acne
Flu
Acne

Acne

Asian/Afram - 78X X Shingles

Asian/AfrAm 78XX
Asian/AfrAm 78 XXX

Acnhe
Flu

Sensitive attributes must.be
“diverse” within each

quasi-identifier equivalence class

Neither Necessary, Nor Sufficient
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Cancer
Cancer
Flu
Cancer
Cancer
Cancer
Cancer

Cancer
Cancer
Flu
Flu

99% have cancer

_AnonymizationA  Anonymization B

Flu
Cancer

Cancer
Cancer
Cancer
Cancey

99% cancer = quasi-identifier group is not “diverse”
...yet anonymized database does not leak anything

of Y Q2 Flu

50% cancer = quasi-identifier group is “diverse”
This leaks a ton of information

Slide from Vitaly Shmatikov (2009). k-Anonymity and other Cluster-Based Methods.
https://www.cs.utexas.edu/~shmat/courses/cs380s fall09/21kanon.ppt



https://www.cs.utexas.edu/~shmat/courses/cs380s_fall09/21kanon.ppt

t-Closeness

L GV SO T L AT ek VL e T At e RV

Flu
Shingles

Caucas 787XX
Caucas 787X
Caucas 787XX
Caucas 787XX
Caucas 787XX
Caucas 787XX
Asian/AfrAam 78X XX

Asian/AfrAm 78X XX
Asian/AfrAam - 78X X

Distribution of sensitive
attributes within each
quasi-identifier group should
be “close” to their distribution
in the entire orginal database

Ache
Flu
Ache

lu

Flu

Ache

Asian/AfrAm 78X X Shingles

Asian/AfrAm - 78X X
Asian/AfrAm - 78X XX

Acne
Flu

Slide from Vitaly Shmatikov (2009). k-Anonymity and other Cluster-Based Methods.
https://www.cs.utexas.edu/~shmat/courses/cs380s fall09/21kanon.ppt



https://www.cs.utexas.edu/~shmat/courses/cs380s_fall09/21kanon.ppt

Data privacy via t-closeness - high-level comparison with -

Non-discrimination

SFGIETDS TR I LR N RTINS TR I L RN NSRS RTINS

Sensitive attribute

Caucas 787XX / Flu
Caucas 787X Shingles
Caucas 787XX  Acne
Caucas 787XX  Flu
Caucas 787XX\ Acne
Caucas 787XX lu
Asian/AfrAm 78X XX

Asian/AfrAm 78X XX Flu
Asian/AfrAm - 78X X Ache
Asian/AfrAm 78X X Shingles
Asian/AfrAm - 78X X Ache
Asian/AfrAm - 78X XX Flu

Distribution of sensitive
attributes within each
quasi-identifier group should
be “close” to their distribution
in the entire original database

Similarities?
Differences?

-Prqtected o> ™* Decision attribute '
attribute- o ' N
Caucas ¢ (/ No
Caucas § Yes

(®)
Caucas -2 Yes
Caucas § Yes
Caucas g No

S
Caucas 8 ¢ No
Asian/AfrAm 2 (

8 No
Asian/AfrAm - (

$ No
Asian/AfrAm +

E Yes
Asian/AfrAm ‘= b

+ No
Asian/Afram  ©

s Yes

. e

Asian/AfrAm 5 C No



Of course, making a table t-close (or “fair”) is not
straightforward — Example: 2 data pre-processing
strategy from Ruggieri (2014) Smert NCing may recuee

unfairness in the sense of
“different distributions”.

Sample dataset Output of dMondrian Output of dSabre
[ ID | purpose | emp | sex | decision [ ID | purpose | emp | sex | decision [TD | purpose | emp | sex | decision |
1 housing | no | female - 1 housingcar | no | female = I T el

housing | no | female - 2 | housing-car | no | female - ousy\g i B B
3 | housing | no | female + 3 | housingcar | no | female - 3 housing no-yes | female L
4 | housing | no male - 13 | housingcar | no | female - 4 housing no-yes male -
5 hous@ng no male + 4 hous@ng—car no male - 5 housing no-yes male =g’
6 hou31.ng yes | female - 14 housing-car | no male - 1 housing no-yes male +
7 | housing | yes | female + 5 | housing-car | no male + 3 o Sl B

8 | housing | yes | female - 15 | housingcar | no | male + ousing : nale
9 housing | yes male - 6 housing-car | yes | female - 7 housing yes female i
10 | housing | yes | male - 16 | housing-car | yes | female - 9 housing yes male -
11 | housing | yes male + 7 | housing-car | yes | female + 12 housing yes male +
}g housing | vyes femalc.; + 8 | housing-car | yes | female + ) housing-car no emale =

car no male + 9 | housing-car es male - .

14 car no male - 10 housing-car ;r’es male - 13 | housing-car i female i
15 car no male + 11 | housing-car | yes male + 14 car no male =
16 car yes | female - 12 | housing-car | yes | male - 15 car no male -
17 car yes | male + 17 | housing-car | yes | male + 16 | housing-car yes female -
8 housing-car yes female +
Figure 3: Sample dataset and dMondrian output for ¢ = 0.25. 10 | housing-car | yes male E
17 | housing-car yes male +




Side note: The GDPR recognises this problem

Recital 71 (complemented by other Recitals)

In order to ensure fair and transparent processing in respect of the data subject,
taking into account the specific circumstances and context in which the personal
data are processed, the controller should use appropriate mathematical or
statistical procedures for the profiling, implement technical and organisational
measures appropriate to ensure, in particular, that factors which result in
inaccuracies in personal data are corrected and the risk of errors is minimised,
secure personal data in a manner that takes account of the potential risks involved
for the interests and rights of the data subject and that prevents, inter alia,
discriminatory effects on natural persons on the basis of racial or ethnic origin,
political opinion, religion or beliefs, trade union membership, genetic or health
status or sexual orientation, or that result in measures having such an effect.
Automated decision-making and profiling based on special categories of personal
data should be allowed only under specific conditions.



So where does the unfairness/discrimination
come from?



Ex. 1: Al [anguage processing
Bias in machine translation

She is a good doctor.
Sie ist eine gute Arzti X O iyi bir doktor

o iyi bir doktor

X Er ist ein guter Arzt

He is a good doctor.

Google Translate



Why?

Machine
learning from
data that reflects
historical &
current
inequalities

Translation of "o bir doktor" in English

he's adoctor | | she's a doctor | | he is a doctor | | he a doctor

Ama o bir doktor Bayan Blanche.
Paul burada, o bir doktor.

Tesekkurler, o bir doktor, Uzgunum.

Yani, o bir doktor, sasirtici degil.
Set tatlim, o bir doktor.
O bir doktor ve bir Universite profesérudur.

Evet, o bir doktor, ben de sergiye yalniz gitmek
zorundayim.

Will, nasil gérundigunu biliyorum, fakat anlamalisin ki
o bir doktor.

Dinle onu, o bir doktor.

she a doctor

B, Ms. Blanche.
Paul he.

Thank you, she's a doctor, sorry.

Well, she's a doctor. That's not exactly shocking.

well, ho a doctor.

‘ a doctor and a university professor.
Ye @ H

alo

doctor, and now | am going to the show

Will, | know how all this must look, but understang
a doctor.

Listen to hi @ doctor.

©) ReversoContext



Countermeasures:

MocC

ity

algo

Tal Zarsky (Eds.)

SAPERE

DISCl’ImIn?tlon and

Privacy'in the
Information Society

Data Mining and Profiling
in Large Databases

@ Springer

- (ACM FAccT)

A computer science conference with a cross-disciplinary focus that brings together researchers and practitioners
interested in fairness, accountability, and transparency in socio-technical systems.
T /AR TN O b ‘

& & &

K 7

!ACM Conference on Fairness,

~  Accountability, and Transparency

ng data and

rithmes; collaborating

FAIRNESS AND MACHINE LEARNING

Limitations and Opportunities
Solon Barocas, Moritz Hardt, Arvind Narayanan

Full book as PDF

Ehe New Uork imes

Using A.1L to Find Bias in A.IL

The problem of bias in artificial intelligence is facing

increasing scrutiny from regulators
and is a growing business for start-ups
and tech stalwarts.

| i By Cade Metz
7
- 4

sh v

le a doctor | | she a doctor

h doctor, Ms. Blanche.

Paul he @ doctor.

ank you, she's a doctor, sorry.

Well, she's a doctor. That's not exactly shocking.

@ a doctor and a university professor.

h doctor, and now | am going to the show
an

Will, | know how all this must look, but understang @
a doctor.

Listen to hi @ doctor.

©) ReversoContext



Impact of algorithm & problem formulation —
Countermeasures — Limitations

\\
0 |y| b|r dOktOl’ @ @&@ 3 Translations are gender-specific. LEARN MORE
\)‘@é@ ev@\% she is a good doctor (eminine)
o o
- \)
e gor® »
A\

he is a good doctor (mascuiine)

Felix ist ihr Sohn Felix onun oglu

Felix onun ogly X Felix is his son




Why is this a problem?

* “representational harm”
* Prejudiced language and its effects

* “allocational harm”

* Derived decisions, for example
Prediction of interests & “optimized” advertising (see introductory example)
Members of protected groups may see the ad, but not apply for it
Prediction of job skills & further processing (or not) of applications

Prediction of job chances & access to support based on this (e.g. training)

* Note: The system | will describe under this heading does not operate on language data.
Basic problems of machine learning remain.



Effects of “neutrally” formulated job ads

* Typical “agent-oriented” words to describe skills discourage women
from applying for the job

* Rephrasing using more “communal-oriented” words significantly
increased these percentages

* No such effect for men — they apply anyway.

Agent-oriented Communal-oriented

Independent Taking responsibility
Ambitious, competitive Committed, engaged
Goal-oriented reliable
Direct, determined honest

Burell (2021). Die Diskriminierung steckt oft im Detail. https://www.spiegel.de/start/stellenanzeigen-werden-oft-fuer-maenner-formuliert-wie-frauen-
trotzdem-den-job-bekommen-a-2ff0215c-009¢-48b1-b045-a462ca808cd7



https://www.spiegel.de/start/stellenanzeigen-werden-oft-fuer-maenner-formuliert-wie-frauen-trotzdem-den-job-bekommen-a-2ff0215c-009c-48b1-b045-a462ca808cd7

Ex. 2: Algorithms used in recruitment: indirect
discrimination — based on biased data

 The [Amazon] team had been building computer programs since 2014 to review
job applicants’ resumes with the aim cgf mechanizing the search for top talent,
five people familiar with the effort told Reuters. [...] In effect, Amazon’s system
taught itself that male candidates were preferable. It penalized resumes that
included the word “women’s,” as in “women’s chess club captain.” And it
downgraded graduates of two all-women’s colleges,

* Amazon edited the programs to make them neutral to these particular terms. But
that was no fq)uarantee that the machines would not devise other ways of sorting
candidates that could prove discriminatory, the people said.

» The Seattle company ultimately disbanded [the algorithm]. *)

* Most of the media coverage at the time focused on the pitfall of using historical
data to train algorithms.

* But...

*) https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-idUSKCN1MKOS8G



https://www.reuters.com/article/us-amazon-com-jobs-automation-insight-idUSKCN1MK08G

Ex. 2: Algorithms used in recruitment: indirect
discrimination — based on biased data—oris it?

e “As an Al practitioner myself, and I’'m more interested in the technical and
business details. | was frustrated by how shallow — and sometimes wrong

— most of the reporting was.

* |t's essential to realize that the main reason the piece got some much
publicity is the notoriety of Amazon

* Algorithms aren’t morally biased. [...] Even data isn’t biased. [...] It means
that to understand what happened at Amazon — or in any Al project — we
need to understand the human designers, their goals, the resources they

had, and the choices they had to make.”

Lauret, J. 2019. Amazon’s sexist Al recruiting tool: how did it go so wrong?
https://becominghuman.ai/amazons-sexist-ai-recruiting-tool-how-did-it-go-so-wrong-e3d14816d98e



https://becominghuman.ai/amazons-sexist-ai-recruiting-tool-how-did-it-go-so-wrong-e3d14816d98e

Ex. 2: Algorithms used in recruitment: indirect

discrimination — based on biased data — or is it?
—

1. Business objective: Resume screening is an input to a complex hiring
process.

* Increasing diversity of the workforce -> minimise false negatives. N Al
e BUT cost of hiring the wrong person is high -> minimise false positives.

2. Data: it seems that Amazon only used the resumes submitted by Al
past candidates. There is self-selection bias. All the CVs come from 1y
people who already think that Amazon would be a good fit for them. V e

* Ok to use these as training data if the goal is to only screen applications. But
could be a problem if the goal is to scrape the Web (e.g. LinkedIn).

* What if there are no female-applicant data?

3. Target variable and cost function: What if there i

* Target variable could be: invited to interview? Invited to follow-up interview: “othi hide“? (O
Good job performance? -> Which issues do these pose? nothing to hide“? (Or

e Cost function? (E.g. MAE — 1 vs. 3 or 5 vs. 3.5 stars of 5 — these errors can be is there?)
vastly different)

Lauret, J. 2019. Amazon’s sexist Al recruiting tool: how did it go so wrong?
https://becominghuman.ai/amazons-sexist-ai-recruiting-tool-how-did-it-go-so-wrong-e3d14816d98e



https://becominghuman.ai/amazons-sexist-ai-recruiting-tool-how-did-it-go-so-wrong-e3d14816d98e

Ex. 3: The AMS algorithm Q -

- 0,14 x GESCHLECHT_WEIBLICH

* Project of the Austrian Public Employment Service (AMS) = 0,13 x ALTERSGRUPPE_30_49
- 0,70 x ALTERSGRUPPE_50_PLUS

* The “Job market chances system” is supposed to predict future + 0,16 x STAATENGRUPPE_EU

chances of jobseekers on the basis of statistics from past years.

o . _ — 0,05 x STAATENGRUPPE L idus CARE
* Jobseekers are classified into three groups according to their + 028 x AUSBILDUNG L
“integration chance”. - 0:01 SN haNeY™  OBLIGATIO
* The ,middle” segment is the focus for allocating support (esp. — 0,15 x BETREUUNGSPFLICHTIG
Training measures). — 0,34 x RGS_TYP 2
 Sociotechnical analysis: Allhutter et al. (2020) — Conclusions: — 0,18 x RGS_TYP_3
* The IC value has pervasive and broad consequences for AMS 6 = 0,83 x RGS_TY!
consultancy practice and for jobseekers. - 0,82 x RGS_TY|
* Transparency and rights of objection as well as public participation are — 0,67 x BEEINTF
therefore required. + 0,17 x BERUFS ';E
— 0,74 x BESCHA 9
+ 0,65 x FREQUI =+
+1,19 x FREQUI % Ve
+ 1,98 x FREQUI 5 Ve &
- 0,80 x GESCH? St ¥
: . . =0,57 x MN_TEILI‘U"\I‘IIVII:_L
e Current status: AMS vs. data protection authority — Federal — 0,21 x MN_TEILNAHME 2

Administrative Court — 0,43 x MN_TEILNAHME _3)



How could such a system be “non-

discriminatory”?

* Should (e.g.) men and women be classified into the
middle segment equally often?

e “equality of outcome”

 Should error rates be the same across these
groups?
* E.g. for the desired class: “equality of opportunity”

* Should we compare on the group level or on the
level of individuals who are similar except in the
protected attribute?

* “group fairness / individual fairness”

=» Debate about the metrics for
“(non)discrimination” resp. “fairness”

* Note: this relates to millenia-old debates about
equality, justice, fairness, etc.!

Playing with Al Fairness

Google’s new machine learning diagnostic tool lets users try
on five different types of fairness.

https://pair-code.github.io/what-if-tool/ai-fairness.html



Side remark: Analysis without
data&algorithm?

 Allhutter et al. had no access to the training data or current model.

* In the OLAP-like model, it might be more difficult to detect discrimination
than in the “leaked” prior (regression) model.

* Also, it may not be direct discrimination as in the regression model.
* But even based on this analysis only, they asked pertinent questions.
* (Side note: This shows the value of sociotechnical analysis!)

e Still, for us as computer scientists it is often clearer to argue from a
position of having access to data and/or algorithms.

* For this, we will go back to examples where also data have been analysed.
* We then return to the AMS system



COMPAS: Indirect discrimination?
(White/black was not a feature in the model)

Prediction Fails Differently for Black Defendants

WHITE AFRICAN AMERICAN

Labeled Higher Risk, But Didn't Re-Offend

Labeled Lower Risk, Yet Did Re-Offend

Overall, Northpointe's assessment tool correctly predicts recidivism 61 percent of the time. But blacks are almost twice as likely
as whites to be labeled a higher risk but not actually re-offend. It makes the opposite mistake among whites: They are much
more likely than blacks to be labeled lower risk but go on to commit other crimes.

Brennan said it is difficult to construct a score that doesn’t include items that can be
correlated with race — such as poverty, joblessness and social marginalization. “If those

are omitted from your risk assessment, accuracy goes down,” he said.

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

COMPAS: No discrimination?

Prediction Fails Differently for Black Defendants

Northpointe, the company that sells COMPAS, said in response that the
Labeled Higher Risk, But Didn't €St Was racially neutral. To support that assertion, company officials

. , pointed to another of our findings, which was that the rate of accuracy for
Labeled Lower Risk, Yet Did Re-!

COMPAS scores — about 60 percent — was the same for black and white

MCCLELLLELE R BB defendants. The company said it had devised the algorithm to achieve this
as whites to be labeled a higher risk but not

e s oal. A test that is correct in equal proportions for all groups cannot be
it biased, the company said.

S ORERECERRRER R This question of how an algorithm could simultaneously be fair and unfair

S E AR LS intrigued some of the nation’s top researchers :

are omitted from your risk asseSSINent, aCCUracy goes

https://www.propublica.org/article/bias-in-criminal-risk-scores-is-mathematically-inevitable-researchers-say



https://www.propublica.org/article/bias-in-criminal-risk-scores-is-mathematically-inevitable-researchers-say

322 Confusion Matrix-based Metrics

While parity-based metrics typically consider variants of the pedicted positive rae Pr(y = 1). confusion matrix-
based metrics take into consideration additional aspects such as Tre Positive Rake (TPR), True Negative Rate (TNR),
False Positive Rak (FPR), and False Negative Rate (FNR). The advantage of these types of metrics is that they am ablke
to include undertying difference s between groups who would otherw is2 not be included in the parity-based approaches.
This is miated to the Separation crierion that was denned in subsection 3.1

ual rtunity: As parity and disparate impact do not consider potential differences in groups that am being
osgwnmm. Zlgl consider addittonz] metrics that make use of the FPR and TPR between groaps. Specifically, an

algorithm is considerad to be fair under equal opportunity if its TPR is the same across diffeent groups.
Pr(g = 1|y = 1&q) = Pr(y = 1|y = 1&g;) (6)

Equalized Odds (Conditional procedure accuracy equality [27]): Similarly o equal opportunity, in addition to TPR
equalized odds simultaneously considers FPR as well, Le., the percentage of actual negatives that am predicted as

positive.
Pr(y =1y = 1&q) = Pr(y = lly = 1&g;) & Pr(y = 1|y =0&q) = Pr(y= 1|y = 0&gy) 'u)

Overall equality [27): Accuracy. Le.. the percentage of overs
ative), Is one of 32 moa‘z 1y used classincation metrics. [27] adjusts

rates across different groups. If two groups have the same accuracy, they
Pr(j = 0|y = 0&g) + Pr(y = 1|y = 1&q) = Pr(y = 0Oly

ey emene V]@NY Metrics, some of which cannot

and negative predictive values.
Priy =1|§ = 1&q) = Pr(y = 1|y = 1&gy) & Pr(y=0l§=

Examples here: Caton & Haas (2020). Hutchinson & Mitchell (2019)

50 Years of Test (Un)fairness: Lessons for Machine Leaming

FAT* 15, January 25-31, 2019, Athanta, GA, USA

Source Criterion Category Proposition

. “people with equal probabilities of success on the job .
Guion (1966) have | probabilities of being hired for the job” INDIVIDUAL Is the use of the test faxr?
Cleary (1966) “2 subgroup does not have comsistent errors” NON-COMPARATIVE  [s the test fair to subgroup a?
Ei and Bass (1971)! ﬁm) :.Z.IR - rge, A = a)is constant for all PRI PTS l_sf_lis_e_tj‘flﬁ_x‘:eslhn

-~

e e e )@ gCHIEVEd SiMultaneously ... and the

Prig=1ly=0&gq,) _Pr{j=1y
Prip=0y=1%q,) Priy=10ly

s e e e OFOPlEM 1SN’ €Xactly new

Pr(y =1y = 1&q) — Pr(y = 1|y = 0&q) = Pr(y =1y

Conditional Equal Opportunity [30]: As some metrics can be depend
provide an additional metric that specines equal opportunity on a specinc
7 Is a threshold vahe:

Pr(j > rlguey < 7&eA = a) = Pr(j == 7],
323 Calibration-based Metrics

In comparison to the previous metrics which are denned based on the prdicted and actual values, calibration-based
metrics take the prdicted probability, or scom. into account This is relaied to the SumMciency criterion that was
denned In Section 3.1.

Test fairness/ calibration / matching conditional frequencies ([66]. [129]): Essentially, st faimess or calibration
wants to guarantee that the probability of y = 1 Is the same n a particular score. Le., when two people from
different groups get the same predicted scom, they should have the same probability of belonging to y = 1.

Pr(y = 1|5 = skgq,) = Pr(y = 1|S = skgq,) (13)

Well calibration [168]: Anex®@nsion of regular calibration where the probability for being in the positive class also
has to equal the particular scom.

Pr(y=1|8 = skq) = Pr{y =1|S = skg;) == (14)

af postion o

top-n candidates ranked by model score as it has

in the top-n candidates ranked by ¥

more in Isabel Valera’s lecture on Friday!

e el e

subgroup a?

Peterson & Novick (1976)
conditional probabdt y and
s comverse

Peterson & Novick (1976)
egual probability and Its
converse

Prob(R e rge|Y 2= ye A = a) is constant for all
subgroups @ and Prob(R < rg ¢ |Y <ye, A= a)is

coastant for all subgroups a

Prob(Y ey e |R 2= rge A = a) is constant for all
subgroups @ and Prob(Y < ye |R< rge, A= a)is

coastant for all subgroups a

SURGROUP PARITY

SURGROUP PARITY

Is the use of the test farr
with respect to A7

Is the use of the test far
with respect to A7

Table 2: Early technical definitions of fairness in educational and employ ment testing. Variables: R is the test score; Y is the
target variable; A is the demographic variable. The Proposition column indicates whether fairness is considered a property of
the way in which a test is used, or of the test itself. * indicates that the criterion is discussed in the appendix.



Metric choice is
n Ot a r b it ra ry : Do you want to be ;?:;:ra:tide?:‘o(r’:sgf;zzerf;[;:zsr:;\tation or based on
A view from the e

Center for Data ]

Do you need to select equal # of people from each group

Science and o

. . proportional to their percentage in the overall population?
Public Policy _ —
(University of e vombers [P overio! .

C h | Ca go ) Are you intervening with a

) very small % of the
Proportional population?
Parity

Are your interventions punitive or assistive?

Assistive
(will help individuals)

Are you intervening with a very

small % of the population?
Equal Parity

Also known as

Demographic or

Equivalent to
Disparate Impact

Statistical Parity False False False False
Discovery Positive Omission Negative
Rate Parity Rate Parity Rate Parity Rate Parity
Equivalent to Equivalent to Equivalent to Equivalent to True
Precision (or True Negative Negative Positive Rate Parity.
PPV) Parity Rate Parity Predictive Value AKA Equality of
(NPV) Parity Opportunity

http://aequitas.dssg.io



http://aequitas.dssg.io/

Metric choice is not arbitrary: A view from
political philosophy / ethics

* We consider different types of equality appropriate / “just” / “fair”
different types of contexts

* E.g. voting: everyone should vote, regardless of talent etc. 2 equality of
outcome
* tests are not considered acceptable (by most people)

* E.g. economic and social benefits: “We may consider it fair, other things
being eaual that the most qualified applicant obtains [a JOb] and that the
most industrious and/or talented individuals deserve more economic

benefits than others

* even if we believe that current systems do not actually ensure a level playing eld, and
some level of income redistribution is also morally required”

* Tests are accepted / desired / required (by most people)
* (For thoughts about the COMPAS example, see Binns’ paper)
Binns (2018)



Metric choice is not arbitrary:

A legal viewpoint

Fairness metric Bias preserving? |
1. Group fairness, Statistical
(demographic) parity
2. Conditional statistical (demographic) X
parity, Conditional independence
3. Predictive parity, outcome test v
4. False positive error rate balance v
5. False negative error rate balance, Equal v
opportumty
6. Equalized odds v
7. Conditional use accuracy equality o
8. Overall accuracy equality v
9. Treatment equality 9
10. Test-fairness or calibration v
11. Well-calibration v
12. Balance for positive class ¥4
13. Balance for negative class v
14. Causal discrimination (direct G
discrimination)
15. Fairness through unawareness 5
16. Fairness through awareness X
17. Counterfactual fairness X
18. No unresolved discrimination X
19. No proxy discrimination X
20. Path based causal reasoning X

Wachter, Mittelstadt, & Russell (2021).

Figure 1: Bias preservation checklist

Q1: Are you using fairness metrics to solely diagnose disparity,
but are not making substantive decisions about individuals?

Yes: Both bias preserving and transforming metrics can be
used.
No: Go to Question 2.

Q2: Are you deploying a system to make decisions in an area
known to have unacceptable historical social inequality?

Yes: Go to Question 3.

No: Recommend investigation of possible bias in use case
before choosing a metric. In cases where historical
inequality does not exist, or known disparity has been
deemed legally justified, both bias preserving and
transforming metrics can be used.

Q3: Are you deploying the system and in a legal jurisdiction
that solely promotes formal equality?

Yes: Both bias preserving and transforming metrics can be
used.
No: Go to Question 4.

Q4: Are you deploying the system and in a legal jurisdiction
that promotes substantive equality?

Yes: Recommend using a bias transforming metric.
No: Both bias preserving and transforming metrics can be
used.




Al / ML researchers are working on the issues.
A lot.

(This is the short more algorithm-oriented part of my presentation.
Which essentially references Salvatore Ruggieri’s excellent work to
bring together this complex field in a short presentation.)



So we are back to a general data mining /
machine learning setting

* We have a metric
* Accuracy
* “Fairness”
* (once we have chosen one)

e and want to optimise for this.

* or — more generally in this field — trade off two goals (accuracy /
fairness)

* How?
e Pre-processing (modify the data)
* In-processing (modify the algorithm)
* Post-processing (modify the results)



Pre-processing
Data sanitization approaches

" Instance reweighting
o To rebalance distributions

o F. Kamiran and T. Calders, Data Preprocessing Techniques for Classification without
Discrimination. Knowledge and Information Systems, 2012.

= Promotion/demotion of decisions
o Change decisions to discriminated instances

o S. Hajian and J. Domingo-Ferrer. A methodology for direct and indirect discrimination
prevention in data mining. IEEE Trans. Knowl. Data Eng., 25(7):1445-1459, 2013.

= Feature distribution distortion

o F. du Pin Calmon, D. Wei, B. Vinzamuri, K. Natesan Ramamurthy, K. R. Varshney: Optimized
Pre-Processing for Discrimination Prevention. NIPS 2017: 3992-4001

= Generalization
o Abstract feature values, as for privacy-preserving data disclosure

o S. Ruggieri. Using t-closeness anonymity to control for non-discrimination. Transactions on
Data Privacy. Vol. 7, Issue 2, August 2014, 99-129.

Slide from Salvatore Ruggieri.
Discrimination and Fairness. NoBIAS
OnBoardingWeek, 23 March 2021



In-processing

Fair Classifiers: Algorithms

Calders and Verwer (2010): trains separate Naive Bayes models for the values
and iteratively assesses the fairness of the combined model, makes small
changes to the observed probabilities in the direction of reducing the measure,
and retrains their two models.

Feldman et al. (2015): a preprocessing approach that modifies each attribute so
that the marginal distributions based on the subsets of that attribute with a
given sensitive value are all equal.

Kamishima et al. (2012): introduce a fairness-focused regularization term and
apply it to a logistic regression classifier.

Zafar et al. (2017): re-express fairness constraints (which can be nonconvex) via a
convex relaxation. This allows them to maximize accuracy subject to fairness and
also maximize fairness subject to fairness constraints

Zhang et al. (2018): learns a classifier that maximizes prediction accuracy and
simultaneously reduces an adversary's ability to determine the protected
attribute from the predictions.

Delobelle et al. (2020, 2021). Ethical Adversaries Framework — combines two

types of adversarial learning Slide mostly from Salvatore Ruggieri.
Discrimination and Fairness. NoBIAS
OnBoardingWeek, 23 March 2021



POst-processing Fairness post-processing

* Involving human experts (human-in-the-loop) in the exploration and interpretation
of the model or of the model’s decisions.
o Bettina Berendt, Soren Preibusch. Toward Accountable Discrimination-Aware Data Mining:™

The Importance of Keeping the Human in the Loop - and Under the Looking Glass. In: Big
Data 5.2, 2017, pp. 135-152.

= Altering the model’s internals, for instance by correcting the confidence of
classification rules, or the probabilities of Bayesian models

o D. Pedreschi, S. Ruggieri, F. Turini. Measuring discrimination in socially-sensitive decision
records. SIAM Conference on Data Mining (SDM 2009): 581-592. SIAM, April 2009.

* Altering the model’s decision strategy, e.g., by differentiating thresholds for
different social groups.

o Kamiran, F., Mansha, S., Karim, A., & Zhang, X. (2018). Exploiting reject option in
classification for social discrimination control. Informa-tion Sciences, 425,18-33

* Prediction-time approaches: correcting their predictions at run-time

o Agarwal, A., Beygelzimer, A., Dudik, M., Langford, J., & Wallach, H. M. (2018). A reductions
approach to fair classification. ICML, 80,60—69.

Slide from Salvatore Ruggieri.
Discrimination and Fairness. NoBIAS
OnBoardingWeek, 23 March 2021



Discrimination-aware data mining, fairness-aware
data mining, fair machine learning, de-biasing

* Various terms have been and are being used, extremely fast-growing
field, many surveys and (fewer) comparative studies, e.g.

Fairness-Aware Machine Learning

An Extensive Overview

Jannik Dunkelau®® and Michael Leuschel

Heinrich-Heine-Universitat Diisseldor!
Universitatsstrafe 1 - 40225 Diisseldorf

jannik.dunkelau@hhu.de michael.leuschel@hhu.de

Abstract. We provide an overview of the state-of-the-art in fairness-

aware machine learning and examine a wide variety of research articles

in the area. We survey different fairness notions, algorithms for pre-, in-,

and post-processing of the data and models, and provide an overview of
| available frameworks.

Slide based on Salvatore Ruggieri.
Discrimination and Fairness. NoBIAS
OnBoardingWeek, 23 March 2021

)19

2(

[cs.LG] 17 Sep

A Survey on Bias and Fairness in Machine Learning

NINAREH MEHRABI, FRED MORSTATTER, NRIPSUTA SAXENA,

KRISTINA LERMAN, and ARAM GALSTYAN, usc-is

With the widespread use of Al systems and applications in our evervday lives, 1018 important (o lake fimess

1ssues into consideration while designing and engineering these types of systems. Such systems can be used in

many sensitive environments to make important and life-changing decisions: thus, it is crucial to ensure that
the decisions do not reflect discriminatory bebavior toward certain groups or populations. We have recently
seen work in machine learming, natural language processing, and deep learning that addresses such challenges

Friedler et al. . A comparative study of fairness-enhancing interventions in
machine learning. FAT 2019: 329-338. https://arxiv.org/abs/1802.04422

in different subdomin
biases that these apply
different real-world ay
biases that can affect A
researchers have defin
different domains and 3
in the state-of-the-art 1
and solutions that can £
molivale researchers 10

data input

* raw csv files
« data-specific
information

preprocess

benchmark analysis

® composite statistics
are calculated and
saved to file

« figures are generated

® algorithms are run

« all metrics per
algorithm and per
preprocessed data file
are saved to file

® three variants per
data set preprorassed
and saved to files
e original
* numerical
* numerical and
binary sensitive

Pyhton code: https://github.com/algofairness/fairness-comparison




But is it really a problem of the data +
algorithms + result filtering?

* Think back of the Amazon recruiting example.

* And let’s consider more issues.




Feature engineering and data collection:
Ex. in the AMS system: “Care obligations”

|

crstcint
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3

Geastronomie und hat eine groffe Avswahl an freien Stellen.

Care obligations are only asked

about for female applicants!

Andern | CAM @bemebmen |

Segmentzusatzinformation anzeigen J

S chilie® J f— ] http://epub.oeaw.ac.at/ita/ita-

dossiers/ita-dossier052en.pdf



http://epub.oeaw.ac.at/ita/ita-dossiers/ita-dossier052en.pdf

Risk of
algorithmic
discrimination
may arise also
from

c€CO ﬂ.O MIC . judicial review.” He said the system costs about
considerations REraare o

Scharf said the county chose Northpointe's software

over other tools because it was easy to use and

produced “simple yet effective charts and graphs for

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

Discrimination

d

P
a

https://www.nytimes.com/2020/12/29/techno

rises from
rocedures

nd structures

logy/facial-recognition-misidentify-jail.html

The case stems from the theft of five watches worth about $4,000 from
a Shinola store in the Cass Corridor. A security officer reviewed video

footage that showed the suspect wearing a St. Louis Cardinals baseball
cap, but the man did not look into the camera, according to the lawsuit.

Michigan State Police ran Williams' photo through facial recognition
software, which returned a hit for Williams. Detroit investigators then
showed six photographs — including one of Williams' driver's

license from six years earlier — to the security officer, who had not
witnessed the incident in person, according to a complaint against the
police.

"None of us looked alike. And I was like, who put this together?"
Williams told lawmakers. "I look nothing like the other guys. I was
actually, like, 10 years older and all the other guys in the pictures.”

Williams said he doesn't feel like he's ever received a proper
explanation for what happened that led to his wrongful arrest.



https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html

Discrimination
arises from
procedures
and structures

The case stems from the theft of five watches worth about $4,000 from
a Shinola store in the Cass Corridor. A security officer reviewed video

footage that showed the suspect wearing a St. Louis Cardinals baseball
cap, but the man did not look into the camera, according to the lawsuit.

Michigan State Police ran Williams' photo through facial recognition

software, which returned a hit for Williams. Detroit investigators then
showed six nhaotasranhs — including one of Williams' driver's

was innocent.

His history with the criminal justice system is what made this  ecurity officer, who had not
incident so scary, he said, because this would have been his third )rding to a complaint against the
felony, meaning he was at risk of a long sentence. When the
prosecutor offered a plea deal, he almost took it even though he

e, who put this together?"

https://www.nytimes.com/2020/12/29/techno

logy/facial-recognition-misidentify-jail.html

VVIIIIAIILS LUTU IAVVIIIAancrs. I 1ours rnounllg like the other guys. [ was
actually, like, 10 years older and all the other guys in the pictures.”

Williams said he doesn't feel like he's ever received a proper
explanation for what happened that led to his wrongful arrest.



https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail.html

Discrimination arises from systemes.
And: “unfair” or “unjust”?

Is a (potential) discrimination between social groups really the
only / main problem here?

Systems such as the AMS are based on many assumptions, e.g.

 Risk factors for unemployment are (nearly) exclusively found in the
jobseeker.

* The categorization of citizens based on their economic potential is
politically legitimate and useful.

The analysis and “repair” of such systems makes further
assumptions, such as

* Risk factors for bias / discrimination are (nearly) exclusively found in
the decision-maker (whether human or machine / ADMS).

* Thus, structural discrimination tends to get neglected.
Al regulation: Who determines the “risk” of these systems?

Do we, as a society, want such systems?
(Scott et al., submitted; Delobelle et al., submitted: AU/BE/PL/DE)




Justice

Goals
expressed
in terms of
football

The assumption is that Everyone gets the All 3 can see the game
everyone benefits from supports they need without supports or
the same supports. This (this is the concept of accommodations because
is equal treatment. “affirmative action”), thus the cause(s) of the
producing equity. inequity was addressed.

The systemic barrier has
been removed.

Internet meme with original source unknown to me. Can be found for ex. at
https://medium.com/the-idiots-guide-to-life/justice-is-not-equality-and-equity-29495532d2ba



https://medium.com/the-idiots-guide-to-life/justice-is-not-equality-and-equity-29495532d2ba

No, | have no “solution” for job market questions, but:
Al / ML can also be used very differently!

Why is Swedish the top language in Sweden?

UNHCR and Duolingo Aim to Help More
Refugees Enroll in Higher Education

Riham Alkousaa / 21 Jun 2021

=

Duolingo’s Swedish course turns out to be the most popular in Sweden itself: 27% of

all users in Sweden are learning Swedish.

Why would that be the case? Immigration to Sweden has been skyrocketing in recent

years: one in six Swedish residents in 2015 was born outside of Sweden. The fastest

growing foreign-born groups are from Syria and Afghanistan, reflecting a recent

increase in the refugee population. Duolingo recently released a Swedish course for

Arabic speakers, which will hopefully help!

https://blog.duolingo.com/which-countries-study-which-languages-and-what-can-we-learn-from-it/
https://www.al-fanarmedia.org/2021/06/unhcr-and-duolingo-aim-to-help-more-refugees-enroll-in-higher-education/



https://blog.duolingo.com/which-countries-study-which-languages-and-what-can-we-learn-from-it/
https://www.al-fanarmedia.org/2021/06/unhcr-and-duolingo-aim-to-help-more-refugees-enroll-in-higher-education/

Countermeasures: What can Al/ML researchers
contribute to an interdisciplinary and collaborative
approach that aims at mitigating these issues?

* Formalization of metrics and analysis of their formal properties can
enhance clarity about goals.

* Criticism of assumptions in the data and concerning statistical properties
— better assess the reliability of predictions

 We know that description is not the same as prediction and can therefore
criticize statements such as “this only reflects the harsh realities of the
labour market” as oversimplifications.

e Criticism of interpretation: Data about the effectiveness/efficiency of AMS
training measures, i.e. the intervention, are missing (and wouldn’t that be
what one should optimize for?)

e Systems thinking! So what should hide, and

what should we expose, to
be fair?




You can start today — by engaging with the
current proposal for Al regulation in the EU |

Task:

Imagine you are a malicious Al developer.
How would you work your way around this
regulation (assuming it became law in ints
present formulation)?



Proposal for an ARTIFICIAL INTELLIGENCE ACT, some excerpts

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206

* Title Il establishes a list of prohibited Al. The re%ulation follows a risk-based a Froach, differentiatinﬁ
between uses of Al that create (i) an unacceptable risk, (ii) a high risk, and (iii) low or minimal risk. The list
of prohibited practices in Title Il comprises all those Al systems whose use is considered unacceptable as
contravening Union values, for instance by violating fundamental rights.

* the classification as high-risk does not only depend on the function performed by the Al system, but also
on the specific purpose and modalities for which that system is used.

* (Frequent references to the risks of discrimination and the need to protect against this.)
Article 3 Definitions
* For the purpose of this Regulation, the following definitions apply:

e (1) ‘artificial intelligence system’éAl system) means software that is developed with one or more of the
techniques and approaches listed in Annex | and can, for a given set of human-defined objectives,
generate outputs such as content, predictions, recommendations, or decisions influencing the
environments they interact with;

* (18) ‘performance of an Al system’ means the ability of an Al system to achieve its intended purpose;
» Article 15 Accuracy, robustness and cybersecurity

* 3. High-risk Al systems that continue to learn after being placed on the market or put into service shall be
developed in such a way to ensure that possibly biased outputs due to outputs used as an input for future
operations (‘feedback loops’) are duly addressed with appropriate mitigation measures.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206

Q & A at AC D I_ 202 1, postprocessed & with references

Q: How do you define white or black (what if the person is mixed)?

A: In general, that’s indeed one of the key problems of the setup per se: How are the categories defined, and who defines them? See the excellent analysis by Barocas &
Selbst (201Gf of the importance of such basic choices (before we even go to algorithms)

Specifically in the example of redlining: The US has employed definitions such as “One Drop of (Black) Blood makes you black” (see for example
https://us.macmillan.com/books/9780374527945) and self-attribution (in modern census questions).

Similar questions arise when we go from binary gender to non-binary gender.

Q: This discrimination also ocurrs to rich/poor people. Should we also hide this data?

A: Indeed, socio-economic status is an important factor in discrimination (see e.g. Eubanks, 2018), aIthough it could be argued that current societal consensus often does
not regard this as quite as objectionable as for example differentiation by gender or so-called ‘race’ (see for example Binns, 2018, for a further discussion, and also the
implicit idea that the unemployed are somehow “responsible” for their lot, cf. slide 50). Whether we should hide such data or not ... can we (if so much else is correlated
with it?)

Q: The distinction between "what is fair" and "what is legal" is not clear.

Q: Currently, I'm doing some research on how to increase User Experience. | though_ ) i g
some differentiation. Am | be|n§ sexist? According to this lecture, should I ignore this differentiation and let the data separate the results as
male/female by itself (Indirect

IM IM

A: Indeed, our “ethical” and “moral” notions of what is fair and our legal notions of what is fair, while overlapping, are not identical. And the philosophical, societal, and
legal “operationalisations” also change over time, and of course are different across and even within societies. In discrimination-aware data mining, fairness-aware
machine learning, etc., we generally have to assume we know the factors (see Berendt & Preibusch, 2014, and Berendst, in press, for further discussion).

Theoretically we could look at any grounds or combination of them as a source of unfairness (Kearns et al., 2018). In the limit, if we do not want to make any
differentiation, any decision or choice is unfair (why even do machine learning then? But ... there is so much discrimination by the “classical” grounds: if we even manage
to improve things here, we'll have made a HUGE contribution.

ht about doing an experiment With male/female participants to get

iscrimination)?

A: It is not the case that any differentiation by a protected attributed is discrimination. On the contrary, it may be necessary to differentiate in order to NOT discriminate
(cf. Berendt & Preibusch, 2014). Also, investigating possible differences is not necessarily treating people differently; on the contrary, in many human-subjects
experiments, you want to have balancing across gender. The question is what your goals are. What do you mean by “getting some differentiation”? And why are you so
sure that you will obtain results that constitute different treatment that disproportionally disadvantages one gender. So, in sum, I'd need to know more detail to answer
this question. Email me ©

Q: is this [the data privacy metrics such as k-anonymity, |-diversity and to-closeness| related to differential privacy?

A: Yes. See https://www.dbs.ifi.Imu.de/Lehre/KDD/SS16/skript/8 PrivacyPreservingDataMining.pdf for an intro overview and this paper for relevant further insights:

Josep Domingo-Ferrer, David Sanchez, Alberto Blanco-Justicia: The limits of differential privacy (and its misuse in data release and machine learning). Commun.
ACM 64(7): 33-35 (2021). Available at https://arxiv.org/abs/2011.02352



https://us.macmillan.com/books/9780374527945
https://www.dbs.ifi.lmu.de/Lehre/KDD/SS16/skript/8_PrivacyPreservingDataMining.pdf
https://arxiv.org/abs/2011.02352
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